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IIpunoxenue

Pexomenpauun asis aereii no inuHoi GesonacHocTH U NpodUIaKTHKE
nonajanusi B MOIIEHHHYECKHe cXxeMbl B ceTH HTepHer

YtoObl He cTaTh KePTBOH MOLIEHHHKOB WJIM APYIHX MpecTyIJIeHHi B CeTH
HuTepHer, He CTaTh YYAaCTHHKOM KAKHX-JHGO COMHHTEIbHBIX MaXHHALHIi
NOAPOCTKAM HE00X0AHMO cOO/II0AaTh HEKOTOPbIe NPaBHJIa 6e3011aCHOCTH:

1) He n106aBasiTb He3HAKOMBIX B3POCJIBIX B APY3bsi

YacTo MOIIEHHUKH 3aBOJIAT B COL[MANBHBIX CETSIX CTPAHHYKH «CBEPCTHUKOBY,
J00aBIISIOTCS B IPY3bsl U BCTYIAIOT B MEPENUCKY C AeTbMHU. Thl MOXeElIb yMarth,
4TO O0IIaenbesi ¢ CUMIIATUYHON JIEBOYKOM, U MOXEIb paccKa3arh, Kakoil y Te6s
KOMITBIOTEP U CKOJIBKO UX BOOOIIIE, KOTr]a POAUTENH IPUXOIST C pabOThl H MHOTOE
npyroe. [TomHw, uTo 32 oTorpadueii Ha aBaTapke MOXKET CKPHIBATHCSI MOILICHHHUK,
H, €CJIM OH Y3HAET, KOT/ia poiuTelieil He OyeT 1oMa, U3 KBapTUPH! MOT'YT NIPONAacTh
[EHHBIE BEIlM WJIH MPOU30MTH Apyrue HENpUATHOCTH. MOILIEHHUKH YacTo
CKPBIBAIOTCSI T10J] MacKoil MHTEpECHBIX COOeceHHKOB Ha (opymax M B Ipymnmax
B couceTsx. OHH 3aBOJSAT C MOJPOCTKOM BHPTYaJIbHYIO IpYk0y Ha IodBe oOLIHMX
HHTEPECOB M BTHPAIOTCS B aoBepHe panau Oymymeil Beirogsl. Korma KoHTaKT
HaJaKMBAeTCsl, OHM BBIAYMBIBAIOT pa3IMYHbIe IPEMIOrH, 4YTOOBI IOIYYHTh
HeoOxonuMyl0o MM uHpopMmanumioo. Hampumep, MOIIEHHMKH TpocsaT pebGeHka
npuciath pororpaduyu GaHKOBCKUX KapT HJIH aCIIOPTOB POAMTENEH. DTHX JaHHBIX
MOJKET OKa3aThCsl JOCTATOYHO, YTOOBI YKPAacTh JEHBIH CO CYeTa WM O(QOPMHTH
KPEIUT Ha Yy)KOe UMs.

2) He coo6maTs JHYHYI0 HHPOPMALHIO

Hukorja u HU IIPU KakKuX 0OCTOSTENICTBAX HENb3s COOOLIAaTh HHPOPMALIHIO
nuyHOro xapaktepa. K mepcoHanbHbIM JaHHBIM oTHocutcs: ®.M.O., mara
pOXJeHHsl, IOMAIIHUiT afpec, HoMepa TenedoHa, GaHKOBCKMX KapTOYEK, MapoJiy.
Oty uHOOPMALMIO Helb3ss HHUKOMY COO0IIaTh B IEPENMCKaX, KOMMEHTapHsX,
onnaiin-urpax. Eciin y Te6st B CeTH KTO-TO ONPOCHT HOoMep TenedoHa WM aJpec,
CHauaja Hy)XHO OTBeTUTh: «Crpoliy paspelenus y poauteneit». O6b4HO mocye
TAKOTO COOOIIEHUS] MOIIEHHUKU HCYE3al0T.

3) He ckauuBaTh NPOrpaMMbl ¢ COMHHTEIbHBIX CAHTOB

Jlnist 3arpy3Ku NPUIIOKEHHH He06X0MMO HCTIONB30BaTh Tonbko Google Play
win App Store. Ecnu ckadaTh nporpaMmy ¢ HEepBOrO IONAaBIIErocs pecypca, To
MOXHO JIETKO IMOMMaTh BUPYC, U3-32 KOTOPOTO HE TOJBKO MOXKET BBIUTU M3 CTPOS
KOMIIBIOTEp, HOYTOYK, IUIaHIIeT WK TeleOH, HO U B PyKaX y 3JOyMBIILIEHHUKOB
OKa)XyTCsl HOMepa OaHKOBCKHMX KapT pOJHUTEIIEH.

4) He nepexoAuTh MO NOJAO3PHTENBHBIM CChLIKAM

Henp3s HaXumaTh Ha ITOJO3PHUTENBHBIE CCBUIKH, KOTOpPbIe HPUXOASAT IO
3JIEKTPOHHOM Toyre wid B cooOmenusx. Hanpumep: «Twr cran obnamarenem
HoBoro iPhone — mepexo/u 1o cceuIke, 4YToObI 3a6paTh ero». Tebe sydie 3HaTs,
YTO TaKWe COOOIINEHHs OTIPABISIOT MOLICHHHKH M IPH Mepexofie MO CChUIKE Ha
KOMIIBIOTEp HIIK cMapT(hOH rmonajET OnacHsli BUPYC.
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5) Hwuuero He on1aunBath B UHTepHeTE

B MOOGMIBHBIX NPHUNOXEHHSX M Urpax €cTh IUIATHBIM KOHTeHT. Urpokos
3aMaHMBAIOT HHU3KHMMM II€HAMH U «YHHKIBHBIMH akKUUsMU». W He CTOMT
3a0imy>kaaTbcsi, B TOHOOHBIE JIOBYIIKH MOTYT IIONAaCTh HE TONBKO JETH,
HO M B3pocible IIposiBisAil OCTOPOXKHOCTH MPU COBEPLICHHH OHJIAMH —IIOKYIIOK.
370yMBILUIEHHUKH MOTYT HCIOJNB30BaTh (eHKOBbIE CTpaHMIBI IS OHJIAiH-
nokynok. IIpexnae uem coBepmiath IUIaTeXxu B VIHTepHeTe, HX HYXHO
COIJIaCOBBIBATH CO B3POCIBIMH.

6) He craBuTh reomerks noxa ¢oro

Ilo HMM 371OyMBIIUIEHHMKH MOTYT JIeTKO Yy3HaTh, TIZ€ Tbl JKHUBELIb
uny yuuinscs. He Hafo pacckasbiBaTh 0 KaXI0OM CBOEM IepeMELIEHHH U 0COOEHHO
yKa3bIBaTh JOMAIIHUH a[Jpec WIK HOMEP CBOEH IIKOJIBI B COLICETSX.

7) He BepuThb B ObICTPBIH H JErKkui 3apaboToK

Crpemnienre HalTH MojpaboTKy U caMoMy 3apaboTaTh JEHbI'HM Ha HOBBIi
TeneoH — 3TO moxBayibHO. Ho meTH B momckax 3apaboTka MOryT OBITH OYEHB
HauBHbL. [lopanounslii paboronarens He OyaeT NPOCUTH NEPeBECTH IEHBIH Mepe]
othopmiieHueM Ha paboTy. U eimé — yTo HeNb3s BepUTh MPEIOKEHUIM 3apaboTaTh
cpa3y MHOTO JIeHeT, IpaKTHYeCKU HU4ero He jenasi. EcTe GoJbIasi onmacHOCTb, 4TO
TeOs MOTYT HCIIOJIB30BaTh «BCJEMyIO». B mocnenHee Bpems 3J0YMBILUIEHHUKH
JIenaloT TpeJuIoKeHHst o 3apaboTke B couuanbHbIX cersiX «BKonrakrey,
«OnHOKIIaCCHUKMY, a Takxke Meccenmrepax «Telegramy, « WhatsApp» u ap. Takoi
«JIeTKHi» 3apabOTOK MOXET «BCKPYXHTB» rojioBy. Tak, TeOsS MOTyT MONPOCHTH
3a0paTh KpyIHYIO CyMMY J€HEr U NEepedHCIUTh Ha OINpEEIeHHBIH CYeT, a yacTh
CYMMBEI IIPe/IJIOKAT OCTaBUTH cebe B KayecTBe Bo3HarpaXkaeHus. Ha mepBeiid B3risyg
MOXET ITOKa3aThCsl, YTO 3TO OYEHb BBIrOJHOE Mpemioxenue! Ho BMecTo 3apaboTka
THI TOJYYHUINb KpYIHBIE HEMPUSTHOCTH, TaK KaK MOXXEIIb CTaTh COYYaCTHUKOM
[peCTyIUICHHs], HallpUMep MOLIEHHUYECTBa.

8) He noBepsiTh COO0LIEHHSIM O KPYIIHOM BbIHIpbIlIe

HeoxunanHoe cooOImieHre 0 KPYITHOM BBIUTPBIIIE, KOTOPBIA SIKOOBI MOXXHO
MOJY4YUTh IIOCJTE OIUIaThl KOMHCCHUH, TOXE€ JIOJDKHO BBI3BIBaTh I10JJO3PEHHE.
Hepenko MOIIEHHMKH pacChUIAIOT MHChbMa M COOOILEHHUS, B KOTOPHIX OOELIaloT
HEXIaHHBIH BBIUTPHILI UM OT UMEHH IIOIYJISIPHBIX OJIOrepoB 3allyCKaloT peKiiamy
«OecnpoUTpBILIHEIX JIoTepely. Ho 3areM 3a JOCTaBKy «IpH3a» WK KaKHe-TO
JIpyrve JONOJHHUTENbHBIE YCIYrM IpOCAT OIUIATHTh HEOONBIIYI0 KOMHUCCHIO.
Jnst 3TOro Hajo NPOMTH IO CChUIKE M BBECTH JaHHbIE OAHKOBCKOH KapThl.
Ho Ha camMoM Jene ccbUika BeleT Ha (HINMHIOBBIA CAlT, ¥ BMECTO IPH30B
JIOBEPYHBBIN I10JIb30BATEINb I10y4aeT YOBITKH.

9) He BepuTh B KpynHoe oboraueHue

MoleHHHKH MOTyT yOeauTh TeOsl BIOXKUTH JIEHBTH B «CBEPXIPHOBUIBHEIM
npoekt» (croitnep — B (UHAHCOBYIO nmUpamunay). Jlo BBIILUIAT BKJIQAYHKaM JEJI0
00pryHO He JgoxoautT. CoOpaB JeHBrH KaKk MOXHO OOJBIIEro YHCla JIOJEH,
opraHu3aropsl ucuesaroT. [lopoli 0OMaHIIMKY IpeIaraloT «ObICTPO 3apaboTaThy,
IPOCTO 3aperMCTPUPOBABIIXCE HA COMHUTENBHOM caiTe. Haio TONBKO BBIMOIHSATH
3a/laHUs WK JlenaTh OykMeKepcKue cTaBKU. [t BeIBosa «3apaboTKa» OHHU MPOCAT
OIIaTUTh KOMHUCCHUIO. B MTOre [eHbIru BMeCTe C JaHHBIMH KapThl OKa3bIBAIOTCS
B pyKax MaXuHaTOPOB.
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10) He BepHuTh BCEMY, YTO MHUIUYT B COOOIIEHHAX

Kaxnelii u3 Hac xors Obl pa3 momydan cooOLIEHHE NPUMEPHO TAKOIO
conepxanus: «llomonusan cuér ¥ ommOCS HOMEPOM, BEpHHTE, IIOXKAIyiiCTa,
nensru». [loMuu, 4To Tak AeHcTBYIOT MomeHHUKH! ITonaBIIKCh Ha UX YI0UKY, ThI
TI0/IapHILIIb CBOM JIEHBI'H 1y>KOMY 4ejioBeKy. OO6paTHCh 3a COBETOM K B3POCIIBIM.

11) He noBepsiiTe cooO1eHHSIM 00 0KA3aHHH MOMOIIH OT HMEHH CBOHX
Apy3eii HIH 3HAKOMBIX!

KubepnpecTyIHUKY B3IaMBIBAIOT aKKayHTBI B COLICETSX, @ 3aTEM OT 4yXkKOTr0
HMMEHH DacChUIAIOT COOOIIEHHs IO CHHCKY Jpy3eil. HauuHaroT pasroBop
¢ 6ananpHOrO «Kak iena?» u npakTHYECKH cpa3y MepeXOo/IsT K Kajio0aM Ha KU3Hb
U npocsT B Joir. Mnu co cioBamu «JIoBU (OTKH C THS pOXKIEHHS!» BMECTO CCBUIKH
Ha ¢ortorpaduu NPUCBUIAIOT BpeAOHOCHBIH BUpyc. OH KpajeT ¢ ramkera
NepCOHATbHBIE JJaHHbIE, JOTUHBI U IMApOJIH OT JIMYHBIX KaOWHETOB, B TOM YHCIIE
oT 6aHKOBCKMX. MoryT OBITh U O0Jiee CIOKHbBIe MaXHHAIHH.

OcHoBHOe npaBHJIO 6€30NaCHOCTH, KOTOPOE ThI 10JI:KEH 3HATh: B JII000H
HEeNMOHSATHOH CHTYalHH HYKHO IOCOBETOBATHCSI €O B3POCJBLIM, KOTOPOMY
JoBepsielb!

U eme HeCKOJIBKO COBETOB N0 6€30MaCHOCTH B CETH I/IHTepHeT:

3amuTH aKKayHTHI ABax/Abl. He00X0IMMO yCTaHOBUTD CIIOXKHBIN Mapoib,
MEHSATh €ro KaxkJple 3 Mecsla H JOMOJHUTENIBHO MOJKIIOYUTH IBYX()aKTOPHYIO
ayTeHTH(UKAIMIO Be3Je, Iie 9To Bo3MoxHO (nmouta, VK, Telegram...). Crapaiics
HE HCIT0JIb30BaTh OJIMHAKOBEIE MIAPOJIHU Ul HECKOJIBKHX CEPBHCOB.

3amuTH cBoM ycrpoiicrBa. O6HOBsH nporpammel st [IK u MoOGHIbHEIE
IPUJIOYKEHHUS], @ TaK)Ke BEPCHUIO ONepallMoHHOM cucteMsl. [lepuonuyecky oOHOBIAH
BEPCHIO NPOLIUBKU poyTepa. Pa3paboTunku caMu yBeIOMSAT O HOBOM OOHOBJIEHHH,
clenyi peKoMeHIalusM cBoeBpeMeHHO. O0s3aTenbHO OJIOKUPYH yCTpoHCTBa, He
MOJKIIF0Yai uX K HeusBecTHbIM Wi-Fi ceTsim.

3amuTH xanuble. [Ipu BBOJE JaHHBIX Ha CaliTe WM B IPUIIOKEHUU 0OpaTu
BHMMaHK€ Ha aJ[pec CTPaHHUIIbI caifTa. MOIIEHHUKH JIIOOSAT CO3/1aBaTh MPHIIOKEHUS
U CalThl, IOXOXHE HAa OPUTHHAN, C IEJIbI0 XHUIIEHUS JIOTHHOB/Iapoel U JaHHBIX
0aHKOBCKOI KapThl.

Knukait BuuMaTenbHo. B ciryuae monmydenust ccpuiky, He criemn! IIposeps
OTIIPaBUTENs], TEKCT U CaMy CCBUIKY. VX MOIIEHHHKH OOBIYHO PacCBUIAIOT B MOYTE,
MecceHDKepax U SMS 1115 3apakeHus yCTPOHCTB WM XUIIECHUS JaHHBIX.

Kounrposupyii ny6an4unyio nundopmanuio o cebe. B connanpHbIX CeTsX Bce
)K€ CTOMT OTpaHHYMBaTh HEKOTOpYI0 HH(pOpManuio o cebe: azpec, JaHHBIE KapT U
nacrnopra, HWHGOpPMalMIO O IOKyNKax M THoe3fkax. MHorma mnpecTynmHUKH
HCIIOJIB3YIOT OTKPBITYI0 HMH(QOpMaIHioo, 4Todbl moxobpaTh crnoco® arTaku Ha
I0JIb30BATEIs.

He 3a6s1Baii, yto IHTEpHET MOMHHUT Bce!





